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Abstract

The process of programming language creation is a sub-
ject of too little reflection and retrospection. Newcom-
ers to the field (including, in some measure, us) regularly
propose new languages without quite understanding what
they are getting into or how big the task is. Those of us
who have already crawled down the language design rat-
hole rarely have time to describe either the depth of the
hole or the true majesty of the rats involved.

This paper describes the motivation and early design
evolution of the BitC programming language, making our
excuses in hindsight and providing a compilation of some
of the things that we learned along the way. It describes
the problems we were attempting to solve, and where the
effort has taken us so far. It also discusses some of the
balance points that we attempted to maintain in the lan-
guage design process, and where (at least in our view) we
think that we succeeded or failed. Some of the problems
we were trying to address now have other solutions, but
whether BitCper sesucceeds or not, we still feel that a
language like this remains motivated.

1 Introduction

Designing a coherent and sensible programming language
is hard. Even if technically successful, a new language is
preposterously unlikely to achieve broad penetration. Be-
cause of this, it has become fashionable for programming
language designers to explain from the comfortable per-
spective of hindsight why they thought to undertake such
an absurd task, what they hoped they might accomplish,
and perhaps what they (re)discovered along the way.

In this paper we describe the original motivation and early
evolution of the BitC programming language. BitC started
† Copyright c© 2008, Jonathan S. Shapiro.

as an attempt to address a specific problem, and morphed
rapidly into a full-blown programming language effort.
Along the way our ideas and thoughts about languages
suffered some severe setbacks and some interesting (at
least to us) turns. We will try to address some of those
here.

2 Motivation

The original motivation for BitC emerged from Shapiro’s
long-standing interest in robust systems, which dates back
to his earliest involvement in capability-based operating
systems in 1990. After 7 years of focusing on microker-
nel engineering and research on the EROS system [26], it
occurred to Shapiro that it might be possible to formally
verify the confinement property that had been working in
practice for years. This led to a verification proof with col-
laboration with Sam Weber in 2000 that did so [27], and
then to a course on high assurance systems co-taught with
David Chizmadia in 2001. David had served as a high as-
surance evaluator under the TCSEC and ITSEC standards.

The course effort generated surprises for both partici-
pants. Four things soon became apparent: (1) none of the
practically usable security assurance techniques address
codein a comprehensive way. In consequence, none of
them are iterable at reasonable cost. (2) The only substan-
tive tool and language for building high-confidence sys-
tems [2] is the proprietary Spark/ADA tool set, which is
syntactically very restricted. Ada does not effectively ex-
ploit the advances in programming language theory that
have been made over the last two decades. (3) None of
the widely available general-purpose proof systems such
as Isabelle/HOL, PVS, Coq, or ACL2 had ever been con-
nected to any programming language that might be use-
ful for building a real, general-purpose system — or at
least not publicly. (4) The current evaluation schemes
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do not adequately take into account the ability of modern
programming techniques and tools to automate property
checks and enforce software development disciplines.

In hindsight, we would add a fifth observation: there is a
need for a continuous range of repeatable assurance ap-
proaches requiring less than overwhelming effort. To-
day, the options available are basically “none” (human re-
viewed, therefore not repeatable and minimal confidence)
or “too much” (formally verified, therefore not repeatable
but potentially high confidence). At least one example
now exists where a verification efforts have proceeded
successfully using a subset of the C language (seL4 [15]).
The effort required was truly herculean, and it is atour de
forceof verification. At the time of this writing (Septem-
ber, 2008), the seL4 team is still working on connect-
ing their low-level formal design to the code, and also on
connecting their high-level formal design to their security
specification.

The point that we really want to make about the seL4 ap-
proach is that it does not generalize to anyothereffort to
verify programs in C. Having achieved a verification of
the seL4 kernel, and assuming that all of the verification
libraries associated with that result were made public, the
advance in the available verification art that can be applied
to other programs is very limited. Verifications using C as
the source language are expensive, “one off” efforts.

We emphasize that this is primarily a criticism of C rather
than a complaint about the seL4 results. C is some-
how bipolar: Hercules apparentlycanverify selected pro-
grams, but even fairly modest checks on general programs
remain very hard to achieve. To make this area sustain-
able, we need both more generalizable verification results
than C permits and languages in which more modest but
useful levels of confidence do not require such Herculean
labors. That is: we need more options on the spectrum
between fully verified and wishful assertion. A type safe
systems language with some degree of property tracking
is useful for that whether we can verify programs in that
language or not.

Our own efforts with the Coyotos system proceeded from
the opposite end of the problem. We first built a formal
high-level system model, and verified that the our key se-
curity policy was enforced [27]. Without this, the effort to
build a low-level design would be unmotivated. We also
had an fairly unusual implementation to work with:

• EROS is an atomic action system. Processes do not
retain kernel stacks or other state while asleep. On
restart, the pending system call is re-initiated from
scratch. This eliminates a wide range of concurrency
analysis problems that arise even in single-threaded
implementations.

• Aliasing is one of the primary sources of complex-
ity in reasoning about stateful programs, because it
can lead to precondition violations. Because of the
atomic action design in EROS, there are almost no
cases in the EROS implementation where aliasing
matters. The implementation is very conservative;
in all situations where aliasing might occur, it ei-
ther checks explicitly or it restarts the operation from
scratch. We had significantly positive results con-
firming the correctness of the implementation using
the MOPS static checker [5], so we were fairly con-
fident about this issue.

• Also because of the atomic action design, all mem-
ory in the EROS kernel is type-stable. While ob-
jects are allocated and deallocated, we use a typed
heap whose partitioning is established at startup and
thereafter does not change. This gives us the same
kind of memory safety that is exploited by SAFE-
Code [7, 16].

• Finally, we had a system that had been designed pri-
marily by processor architects rather than software
architects, with the consequence that many check-
able invariants of the system design had been explic-
itly stated and were periodically checked in the sys-
tem. Each of these informally tested some important
consistency property, and failures had become very
rare. This gave us some degree of hope that a prover
might be able to confirm them given a suitable im-
plementation.

What wedidn’t have was an implementation that we felt
we could verify. EROS had been implemented in C before
any consideration of software verification entered the pic-
ture, and it used idioms from C that seemed unlikely (to
us) to be explainable to a verifier. In hindsight, our group
may have been pessimistic about what was possible; cer-
tainly we did not know the literature of dependent type
analysis as well as we do now. By the time we did, the
BitC effort was well underway, and our comment above
about needing a more general solution for safe systems
code construction at varying levels of automatable confi-
dence remains (in our view) valid.

3 Alternatives to C

Having concluded that C wasn’t a sustainable program-
ming language for safe system construction, we remained
reluctant to design a new language. Shapiro’s group at
Bell Laboratories had built the first commercial applica-
tion ever constructed in early C++, which provided an
opportunity to watch Bjarne’s efforts at relatively close
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hand. Shapiro had later served as a turnaround CEO over
a company that was drowning in recursive complexity —
in part because they had committed themselves to a pro-
prietary language. These experiences and concerns about
adoption made us was very reluctant to undertake build-
ing a new programming language if there was any means
to avoid it.

Connecting a proof system to a systems programming
language entails modeling the language precisely within
the prover so that the behavior of a program can be ana-
lyzed. Success at this type of endeavour has three require-
ments: a language that has a well-defined, unambiguous
semantics, a thorough understanding of both formal pro-
gramming language theory and prover technology, and a
program whose construction is carefully tailored to the
requirements of proof (ideally co-implemented with the
proof). We could learn the theory, and for a variety of
reasons (including some noted above) we thought that we
might already have the program (EROS), but the choosing
a language presented a problem.

C, C++ For performance and expressiveness reasons,
most production systems (including EROS) are written in
C or C++. Neither of those languages has anything re-
motely like a solid mathematical foundation, and neither
language is memory safe. In consequence, themeaning
of a program written in C or C++ isn’t well defined. It
is possible to program in something else (typically the
prover) and treat a small subset of a particular C imple-
mentation as a well-defined assembly language, as the
L4.verified project has since done [15]. The practical fea-
sibility of that approach was uncertain when we started
the BitC work.

The ”C as target language” approach carries most of the
costs of developing a new programming language with
none of the advantages — the problem being that the pro-
gramming language emerges implicitly rather than from a
coherent design effort, and never becomes “first class.”
In our view, it is unlikely that this approach can scale
to larger systems or larger development groups. Perhaps
more important, it is not a “continuous solution,” in the
sense that it provides no help for projects that require a
substantial improvement in software robustness in quality,
but for which the burden of formal specification, proof,
and severe constraints on programming idiom cannot be
tolerated.

Java, C# Languages like Java or C# don’t really address
the problem space of systems programs. Neither language
offers performance that is competative with C or C++ —
not even when statically compiled. While dynamic trans-
lation is the most often cited source of overhead, another
significant source of overhead is the tendancy for C# and
Java to syntactically and philosophically discourage un-
boxed objects and encourage heap allocation. Heap allo-

cation in turn induces garbage collection at unpredictable
times, which flatly rules these languages out for systems
requiring hard timing guarantees.

A less obvious issue is the absence of first-class union
value types in the managed subset of the Common Lan-
guage Runtime (CLR) or the corresponding parts of the
Java Virtual Machine (JVM). These are absolutely neces-
sary for low-level systems programming, so one must ei-
ther abandon Java/C#/Spec# to implement these low-level
objects (thereby abandoning the foundation for checking),
or one must find a more appropriate language.

In addition to the problems of expressiveness, neither Java
nor C# was designed with formal property checking in
mind. Spec# [3], a language developed by Microsoft Re-
search to retrofit formal property checking to C#, has been
forced to introduce some fairly severe language warts to
support precondition and postcondition checking, but the
language does not attempt to address the underlying per-
formance issues of C#.

Haskell, ML Research programming languages like
Haskell [22] and ML [20] didn’t seem to offer any near-
term solution. Diatchki’s work on fine-grain representa-
tion in Haskell [25] is not yet main-stream, and had not
yet started when we began work on BitC. Support for
state in Haskell exists in the form of the I/O monad [23],
but in our opinion the monadic idiom does not scale well
to large, complexly stateful programs,1 and imposes con-
straints that are unnatural in the eyes of systems program-
mers.

Ultimately, the problem with Haskell and ML for our pur-
poses is that the brightest and most aggressive program-
mers in those languages, using the most aggressive op-
timization techniques known to the research community,
remain unable to write systems codes that compete rea-
sonably with C or C++. The most successful attempt to
date is probably the FoxNet TCP/IP protocol stack, which
incurred a 10x increase in system load and a 40x penalty
in accessing external memory relative to a conventional
(and less aggressively optimized) C implemenation. [4, 6]

It is instructive that no performance evaluation of the
hOp and House [10] systems was attempted five years
later. The operative research question in both systems
was whether systems programming isfeasiblein Haskell,
not whether the result is practicallyuseful. In the eyes
of the systems community, it is inconceivable that these
two questions might be separated, and in the absence of
a performance evaluation the work has limited credibility.
From a programming language perspective, we view the
hOp and House results as positive first indicators that must
be viewed skeptically. Given the ratio of C to Haskell

1 Monad composition is a recognized problem in the literature, and is
an area of active research.
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code in the House implementation, it does not seem to us
that the case for Haskell as a systems programming lan-
guage has been sustained (yet). The primary contribution
of these efforts from our perspective is to experimentally
confirm many of the design decisions that we have made
in BitC.

SPARK/Ada The language and proof system best suited
to what we were attempting is probably the SPARK/Ada
system. [2] Perhaps we should have used it, but one of
our goals was to construct an “open exemplar” that could
be examined, modified, and re-proved. In this context
SPARK/Ada raised three objections. Ada, whatever its
merits, is a dying language. The SPARK Examiner is not
openly available, so we could not build an open-source
engineering effort around it. Finally, the Ada subset sup-
ported by the SPARK Examiner is unnecessarily severe in
its omitted features – enough so that we plainly could not
express even the carefully restricted initialization prac-
tices of the EROS or Coyotos kernels.

ACL2 Given our desire to formally verify the Coyotos
kernel (the successor to EROS), the absence of any suit-
able programming language led us to consider creating a
new one. But by this point we had developed a naı̈ve en-
thusiasm for ACL2. One of the beauties of ACL2 is that it
maintains a successful pun between programs and terms
in the prover, and simultaneously provides very powerful
automation. It also provides an abstraction (the state ob-
ject, or STOBJ) that offers an illusion of nearly-stateful
programming to the developer while maintaining a pure
language under the covers. Given this, we decided to
see if we might not be able to encode our kernel more
or less directly in ACL2 and implement some form of
translation to C. This resulted in “Pre-BitC, an attempt to
retrofit types to ACL2 in an overlay language from which
we could directly generate C code (in the ”C as assembly
code” view).

We would eventually run into serious troubles with ACL2,
but that is getting a bit ahead of the story.

4 BitC/ACL2

ACL2 [13] is a first-order prover that is built on an ap-
plicative subset of Common LISP. It was very attractive
to us, primarily because it offered a very high degree of
automation. As newcomers to software verification that
was very appealing. Unfortunately, the absence of static
types started to get in our way quickly.

Like LISP, ACL2 is dynamically typed. While precondi-
tions can be expressed that describe argument type con-
straints, the prover requires that all functions be complete
over their domains, not merely complete when inputs sat-

isfy preconditions. This leads to a NaN-like idiom in
which most functions return some out of band value for
invalid inputs, and call sites are forced to check for and
propagate this value. Property checks then get re-written
as ”show that property X is true if procedure F got sen-
sible arguments”. Then you have to prove that the wierd
value never actually emerges anywhere in your particular
program.

In essence, this amounts to imposing static typing through
abuse of the prover. The first problem is that the ACL2
code involved rapidly becomes unreadable. BitC got
started as a preprocessor to inject the required junk into
our ACL2 programs automatically. The second problem
is that ahugenumber of useless and irrelevant proof ob-
jectives are generated this way, which presents proof scal-
ability problems.

At first the problem did not seem insurmountable. LISP
has a rich macro system, and it seemed likely that we
could construct a meta-language on ACL2 that would au-
tomatically insert the extra checks. This language came
to be known as BitC, because it was attempting to imple-
ment a little bit of C on top of ACL2. The attempt rapidly
bogged down.

The BitC implementation itself used macros that executed
code written in ACL2. Because ACL2 is first order, com-
mon idioms likemap are impossible. This is particularly
painful in systems like compilers that walk AST trees re-
cursively. Each of our recursions over ASTs had to be
laboriously unwound to avoid higher-order procedures —
invariably in cases that could be handled by first order
code if only sufficient inlining were performed. This was
very frustrating.

As we started to work around these issues, it became clear
that the transform being performed by our macros was
not a simple transform. The entire strategy for ”BitC
as Macros” relied on the transform being simple, be-
cause ACL2 was going to report problems using the post-
transform code, and we needed to be able to see from that
how to fix the original. At some point it became clear that
we had lost the usability battle. Also, by this point, we
knew a bit more about language embeddings and we had
concluded that a deep, small-step embedding was going to
be required in any case. This weakened the case for using
any sort of direct overlay language.

Even ifmap had not put an end to BitC/ACL2, we slowly
realized that we were building a real programming lan-
guage, but one that was too restrictive for general use.
There are a lot of applications that want safety and speed,
and perhaps some property checking, but don’t really care
about full-strength formal correctness proofs. Many of
those programs use constructs that simply are not legal in
a first-order stateless language like ACL2, and therefore
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could not be legal in BitC/ACL2.

Eventually, we gave up on BitC/ACL2, and decided to
build a real programming language, mainly because we
seemed to be doing it anyway. Almost imperceptably, our
goal changed from a specialized, provable systems lan-
guage to a general-purpose safe systems language having
a provable subset language inside it. Perhaps we decided
that if we were building a programming language anyway
we might as well build one that was broadly useful. From
the ACL2 experience, we thought we might understand
how to preserve a provable subset language, but the proof
of that is in the doing, and the existence of a provable BitC
subset has not yet been demonstrated.

5 Goals for BitC

Perversely, a strong goal for BitC wasnot to innovate.2

We hoped to restrict ourselves to integrating first-class
handling of mutability and representation into an ML-
style language. We liked ML for several reasons. We
wanted the abstractive power that comes with polymor-
phic types and the reduction of maintenance overheads
and errors that come with type inference. This pushed
us strongly in the direction of a Hindley-Milner style of
inference scheme and type system. We didn’t necessarily
think that we would make much use of higher-order func-
tions in a kernel, but the language needed to be general
purpose.

One advantage we had was the decision to set aside source
compatibility with any existing language, and settle for
linkage compatibility. Another advantage was that some
very good and easily retargeted compiler back ends ex-
isted for us to build on, most notably LLVM [17].

As Diatchki would demonstrate before we could publish
the first work on BitC, adding representation to a func-
tional language actually isn’t that hard [25], because Value
types don’t actually alter the core semantics of a func-
tional programming language. Diatchki’s initial scheme
wasn’t general (it didn’t handle pointers), and it there-
fore evaded some minor formalization challenges, but
both groups (proceeding independently) eventually nailed
those details down.

We also wanted a language base that grew from a rigor-
ously specified semantics. If we wanted to prove things
about programs, being able to automate the formal seman-
tics of our language was critical. We saw very early that
handling representation added no change in the core se-

2 This sort of “let’s do a conservative, evaluable experiment” approach
makes project funding nearly impossible to obtain in academic circles,
which may help to explain why computer scientists tend to step on
each other’s toes rather than standing on each other’s shoulders.

mantics of the language. We won’t fully understand the
impact of mutability on the core semantics of BitC un-
til the semantics is properly formalized, but the impact in
the formalization of the type system has been surprisingly
small.

Of our goals, the controversial one in the eyes of the pro-
gramming language community is generalized support for
state. Several people advocated that we adopt the Haskell
monadsalternative. We rejected this option early, largely
because we didn’t think we could explain it to general
systems programmers, and it imposes constraints that we
found idiomatically restrictive. Later we would come to
feel that monads do not scale to large programs well. In
ML, the use of state in the language is very carefully con-
strained to simplify the core language semantics. When
state is introduced generally, the language is suddenly
forced to adopt a rich, first-class semantics of locations
into both the core semantics and the core type system.
When let-polymorphism is present, adding core mutabil-
ity threatens the ability of the type inference engine to
generate principal types. We wanted type inference, be-
cause Shapiro had witnessed an unending stream of exam-
ples in UNIX where failures to keep types synchronized
across a code base led to errors, and because useable ab-
straction is hard to get in this class of language without
both type variables and type inference.

Being blissfully ignorant (at least when we started) of for-
mal type theory, all of this looked hard but straightfor-
ward, which describes what kernel researchers do pretty
much all the time: navigate hard engineering compro-
mises. As Bjarne put it: “modest, but preposterous.”
([24], p. 1). In fact, we soon learned that nobody had ever
discovered a sound and complete type system incorpo-
rating polymorphism and general mutability at the same
time.

We decided very early that the ML surface syntax should
not survive. It is hopelessly ambiguous, which is more or
less inexcusable, but after all it’s just a yucky pragmatics
issue. The beauty of the ML family really does go more
than skin deep, but given the skin, it needs to.

5.1 Programmer Compatibility

A primary concern was usabilityin the eyes of systems
programmers. There is a strong view in the PL commu-
nity that issues of representation are non-semantic. In sys-
tems programs this is incorrect, because the hardware rep-
resentation is prescriptive and cache effects have signifi-
cant impact on concurrency and performance. It is there-
fore terribly important to a systems programmer to know
what the data representation is. BitC needed to bring the
ML family out of the ivory tower a bit.
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But the other usability concern is what might loosely be
termed “transparency.” A systems programmer reading
C code is able to maintain a useful intuition about what is
going on at the machine level. In particular there is a fairly
precise notion about control flow sequencing, individual
costs of machine-level operations, and (very informally)
the presence or absence of instruction scheduling oppor-
tunities that the compiler or the hardware might exploit
or barriers that might present restrictions. This is particu-
larly true in concurrent code, where barriers are critical to
correctness. These sorts of intuitions are almost entirely
lost in the presence of extensive pointer indirection or ag-
gressive optimization. Because of its preponderence for
heap allocation, extracting any sort of decent performance
from an ML program requires a level of optimization that
is well beyond aggressive. We needed a language that
could preserve the illusion that “what you see is what you
get.” This, among other issues, drove us to choose eager
rather than lazy evaluation.

Something wedidn’t want was an object-oriented lan-
guage. OO languages remain a popular fad, but our expe-
rience using C++ in the EROS system was that it actively
got in the way of understanding what was going on. We
also think it’s a bad sign that the C++ language evolu-
tion has adopted a policy of “extension byad hoccom-
plexity.” When writing the first book on reusable C++

coding in 1991 [29], Shapiro hoped that compilers might
catch up with the C++ language specification within 5 to
8 years, but every time that threatens to happen somebody
moves the language. Setting aside the resulting complex-
ity of the C++ language and continuing instability of its
implementations, this doesn’t result in a stable language
semantics.

Initially, our planned feature set could be stated as “ML
with explicit unboxing, exceptions, and first-class muta-
bility.” That plan didn’t last very long.

5.2 Type Classes

One reason that that ML inference system works well sub-
jectively is that the language does not include multiple in-
tegral or floating point types. There is a kludge in ML to
disambiguate int vs. float by fiat. In O’Caml, the same
problem is resolved by using different operators for inte-
ger and floating-point operations. Neither approach fares
well when more ground types are added to the language’s
number system. We needed the operator “+” to be able to
operate over arbitrary integer types. Haskell presented a
ready-made solution: type classes. These simultaneously
allowed us to generalize operators and introduce a form
of overloading into the language.

But type classes raise a problem that we will come back

to later. They introduce overloading and matching ambi-
guities that need to be addressed: given two valid choices
of specialization, which to choose? In consequence, they
have an unfortunate tendancy to break separate compila-
tion schemes. Another issue with type classes is that the
major implementations all violate our code transparency
objective. The dictionary-based implementation tech-
nique is not well-suited to languages having value types
of multiple sizes; we wanted an implementation that op-
erated more in the style of C++ templates — not least
because of the importance of linkage compatibility with
C.

This would turn out to be the most problematic feature of
the language.

5.3 Looking Forward

Two other issues would emerge to catch us by surprise.
The first was initializtion, and the second was existential
types.

The existential type issue is one that we recognized at the
beginning. In operating systems, it is common to wish
to store a (pointer, procedure) pair, where the procedure
expects that pointer and it is nobody else’s business what
the pointer points to. This is a problem of existential type,
and we assumed initially that a full existential type system
would be needed. That proved to be quite invasive. Iron-
ically (and especially so given our initial rejection of it),
introducing C++-like objects provided the functionality
we required without explosive new complexity. Eventu-
ally, we relented on objects for this reason.

One important thing that we did not study carefully
enough early on was the problem of initialization order
and dependencies (Section 9.1). This would later force us
to introduce effect types into the language.

6 Reading BitC Code

Before turning to issues and examples, it may be helpful
to present a brief synopsis of the BitC syntax. BitC is a
Scheme-like [14, 28] language. Top level definitions are
introduced bydefine, the language is higher-order, and
procedure application is written in the customary LISP
prefix style:

(define c #\c) ; c is a character

(define (make-adder x)
(lambda (y) (+ x y)))

The lambda convenience syntax fordefine is not
merely convenience syntax as in Scheme; it introduces
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recursive procedure defintions. BitC function types are
n-ary; argument arity is part of function type. We initially
adopted this approach in the interest of C compatibility.
It would later become apparent that this wasn’t necessary,
but the use-case checking advantages of n-ary functions
have led us to retain this decision.

Recursive data defintions are disallowed by BitC’s symbol
resolution rules. BitC is strongly typed, let-polymorphic,
and implements Haskell-style type classes [11]. The type
of make-adder, above, is:

(forall ((Arith ’a))
(pure fn (’a) (pure fn (’a) ’a)))

Strong typing means that BitC occasionally requires type
annotations:

(define i (+ 1 1)) ;;OK
i: (forall ((IntType ’a)) ’a)

;; Type error: mutable locations must
;; have a single type
(define i:(mutable ’a) (+ 1 1))

;; OK -- annotation disambiguates
(define mi:(mutable ’a) (+ 1 1:int32))

Annotations are usually required only where state and
numeric literals appear in combination, or in interfaces
where declarations of external symbols are given.

Local bindings are introduced bylet or letrec:

(define (id-with-let x)
(let ((tmp x))
tmp))

id-with-let: (pure-fn (’a) ’a)

An effect type system is used to type pure vs. impure
computation:

(define (map f lst)
(case l list
(nil nil)
(cons (cons (f l.car)

(map f l.cdr)))))
map: (’%e fn ((’%e fn (’a) ’b) (list ’a))

(list ’b))

The case construct dispatches over union leg types.
Thankfully, most functions are definitively pure or im-
pure, with the result that effect variables do not often make
an appearance.

Structures and unions are introduced bydefstruct and
defunion:

(defunion (list ’a)
nil
(cons car: ’a cdr: (list ’a)))

;; :val indicates an unboxed type.
(defstruct (pair ’a ’b) :val
fst: ’a
snd: ’b)

Additional syntax supporting the definition and instantia-
tion of type classes and modules. These should be self-
explanatory as we encounter them.

7 Polymorphism and State

Like ML and Haskell, BitC is a let-polymorphic language.
This is why procedures likeadd-one andmap can be
generic: each is specialized at need at each point where
it is called. Themap procedure can be called twice in a
row with arguments whose types are unrelated from one
invocation to the next. As long as all of the consistency
requirements expressed in the type ofmap are observed,
each of these calls is okay, and neither call has any impact
on the other.

Another way to say this is that a binding in a let-
polymorphic language is usually a term (in the sense of
formal logic) that can be textually replaced by its defining
expression wherever it appears:

(let ((x 1))
(+ x x)) =>subst

(let ()
(+ 1 1)) =>simp

(+ 1 1)

Each of these replacements is independent, and each has
an independently decided type:

(let ((Nil nil))
;; Nil has type (list char):
(cons #\c Nil)
;; Nil has type (list string):
(cons "abc" Nil))

This is all quite beautiful from the perspective of formal
language design, because term substitution is something
that we know how to reason about formally and precisely.
Unfortunately, term substitution doesn’t work so well if
the binding is assignable (that is: it is a variable), and
assignment is something that systems programmers would
find very difficult to do without.
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7.1 Perils of Mutation

Variables and polymorphism do not get along. If
assignable values are permitted to be polymorphic, the re-
sult of the following expression is four, not five:

(let ((i 1))
(set! i (+ i 1:int32))
(set! i (+ i 3:int64))
i:int64)

What has happened here is thati has been instantiated
twice, once with typeint32 and the second time with
type int64. It is exactly as if two completely differ-
ent variables were declared, both having the same name.
This, of course, is very confusing. The solution adopted
in ML and BitC is to impose something called thevalue
restriction. Any modifiable variable is considered to name
a value (as opposed to a term), and a value may only be
given a single type within any given execution of its con-
taining procedure. In BitC, we also require that top-level
(mutable) values must have a single type over the whole
program, which is why the definition ofmi in Section 6
required a type annotation. BitC has multiple integer
types, so the compiler could not decide a unique type au-
tomatically.

The problem here is that we want the type inference mech-
anism in BitC to produce types that are so-calledprinci-
pal typesor most general types. We would also like to
have a type inference algorithm that is both sound (no in-
valid programs are accepted) and complete (every valid
program is accepted). The problem with the assignable
let binding above is that we cannot yet see at the point of
binding whetheriwill later be assigned, and we will need
to make some type decisions that depend on the type ofi
before we discover thati is assigned.

In this particular case, it is easy to detect syntactically
that i is assigned by observing that it appears as a tar-
get ofset!. The first implementation of BitC worked in
exactly this way, givingi a polymorphic (therefore non-
assignable) type in all other cases. Unfortunately, this
scheme is sound but not complete. To see why, we only
need to modify the example very slightly:

(let ((p (pair 1 2)))
(set! p.first 3))

In this example,p will not be detected as assignable by
our trick. It will be given a polymorphic type, and when
theset! is discovered the compiler will declare a type
error. This particular counter-example can be finessed
with a bit of thuggery, but more general cases cannot.

Reviewers of the early BitC papers felt that this was a
dodgy hack (which it was). The strength of their distaste

was enough to conclude that the first pragmatically vi-
able combination of polymorphism, type inference, and
state didn’t warrant publication. Having been burned by
Shapiro’s dodgy hack, Sridhar went back to his graduate
student office to see if he could come up with a general
solution.

7.2 Maybe Types

Sridhar’s first approach was to introduce something he
called a “maybe type.” The concept is simple enough:
when we see something likei introduced, assign it a form
of union type. Since it has to be compatible with the inte-
ger literal 1 it must be constrained by(IntType ’a).
Beyond that, we will simply declare that it is either
an immutable polymorphic identifier or it is a mutable
monomorphic value binding – a decision to be resolved
later. If aset! is discovered within thelet body that
modifies an object of a given maybe type, the maybe type
is resolved to mutable. If we get to the end of thelet
binding form (that is: before the body is considered) with-
out coming to any definitive conclusion thati must be
mutable, then no assignment can have occurred whilei is
in scope, and we will “fix” the type to the polymorphic
immutable choice, on the grounds that maximizing ab-
stractness (therefore generality) is the right choice. This
approach avoids the pitfalls of thepair example (and
some other examples).

This approach is also incomplete. Given:

(define (id x) x)
(let ((x 1))
((id (lambda ()

(set! x 2))) ))

it cannot determine thatx should be mutable. The as-
signment within thelambda is effectively shielded from
view.

Reviewers greeted this variant with about the same enthu-
siasm as the original. In academia, dodgy hacks do not
pay.

7.3 Mutability Polymorphism

The current scheme [30, 31], also due to Sridhar,
extends maybe types to a general form. Given:
(let ((x e))...), wheree has type’a, it initially
assignsx the union type:

(forall ((CopyCompat ’a ’b))
’a || (mutable ’b))
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Which means: “if we decide thatx is a term, then it is sub-
stitutable, and its type is exactly the type of the expression
e. If we decide thatx was required to be mutable, then
it is some mutable type(mutable ’b) satisfying the
requirement that a location of type(mutable ’b) can
legally be assigned by copy from a value of type’a.”

The problem with this assigned type is that it is unsound.
If the type inference engine does not ensure that all of
these maybe types converge to one answer or the other, the
program as a whole may be accepted without being valid.
Showing that our type rules do, in all cases, generate a
unique decision is the subject of a pair of papers contain-
ing a depressing amount of dense mathematics. [30, 31]
Such papers are not unusual in the programming language
theory world, and they are the fodder of which program-
ming languages dissertations are constructed. As system
builders, we would have been amply content with the in-
complete but pragmatically workable solution.

Given our verification objectives, this wasn’t really an op-
tion. It is surprisingly easy for these “quick fix” solutions
to come back to haunt you later. As new features and/or
checks get added to a type system, you may discover at
some point that you really needed a mathematically con-
sistent answer in order to achieve a later goal. This would
eventually happen to us when the time came to re-visit
the meaning ofmutable andconst, which we hadn’t
gotten quite right. Through their insistence on a complete
type system, the reviewers delayed the first publication
on BitC and the project as a whole by almost two years.
The combination of stubborn insistence from the review-
ers with stubborn persistence on the part of Sridhardid
result in a better language, anddid allow us to repair two
fairly bad problems later almost as quickly as we discov-
ered them.

The mutability inference scheme in BitC today is both
sound and complete. A side effect of our struggle to
achieve this is a proper formalization of the core BitC type
system. This will eventually make formal reasoning about
the full type system much simpler.

7.4 Copy Compatibility

General mutability introduces a small but interesting
wrinkle into the semantics of the language: copy compat-
ibility. Values are copied at initializers, argument passing,
and procedure return, so it is not necessary that they agree
fully about their mutability. It is perfectly valid to initial-
ize an immutableint32 value from a mutable location
of typeint32. In fact, such an initialization can ignore
mutabilityup to reference boundariesfor purposes of de-
termining assignment or initialization compatibility.

We were initially concerned that this would weaken type

inference, because most of the program points where ML
and Haskell can simply unify types are points that the
BitC inference scheme must handle explicitly. In prac-
tice, we have not found this to be the case. The only issue
we have found where inference failure becomes intrusive
is in inferring the type of literals. The literal1 may be
any of eight types. When it appears alone, the compiler
cannot tell which.

8 Mutability and Aliasing

It didn’t take us long to hit an irritation. Most systems lan-
guages provide some form of elective call-by-reference.
When used correctly, this significantly reduces run-time
data copy overheads, which are one of the primary sources
of performance loss in high-performance systems codes.
Call-by-reference becomes particularly important in the
presence of separate compilation, where the compiler may
not be able to do interprocedural analysis in order to op-
timize out the normal requirements of the calling conven-
tion. This is particularly true for dynamic libraries, where
the calling convention alleged at the language-level decla-
ration is prescriptive. The implementationmustmatch the
declared interface.

In C, it is possible to have simultaneously a pointer to
constant X and a pointer to X, both of which reference
the same location. This means that the compiler must
be conservative when procedure calls are made. In gen-
eral, it cannot assume that supposedly constant objects
are unable to change. In the interests of optimization,
the ANSI C standard [1] actually permits the compiler
to make exactly this assumption. Since there is no way
for a C programmer to check whether they have complied
with the expectation of the compiler, this is an invitation
to error. Since the result of computation depends on the
optimization decisions of particular language implemen-
tations, bugs of this sort cannot be reliably eliminated
through testing.

In BitC, we decided very early to implement the notion
of immutability rather thenconstantness. A BitC loca-
tion that is declared to have immutable type cannot be
modified throughany reference. In C, the “const” in
const char is a type qualifier that can be stripped
away. In BitC it is an integral part of the type. Actually,
there wasn’t anyconst type constructor in early BitC.
Variables and fields were constant unless declared muta-
ble.

It is difficult to construct a sound type system in which
both mutable and const declarations are possible. What
does:

(mutable (pair (const int32) (const char)))
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actually mean? Is this a structure that can be modified as a
whole but cannot be modified at any particular constituent
field? The answer in BitC was initially ”yes”. How about:

(const (pair (mutable int32) (mutable char)))

This is a pair that is mutable at every field but cannot be
mutated as a whole. Both interpretations, of course, are
complete nonsense, but they are mathematically consis-
tent, and we decided at first to live with them. The prob-
lem is thatmutableandconstcan be viewed as positive
and negative constraints.

In type inference systems, bad things can happen when
positive and negative constraints interact. The problem, at
root, is that if you have bothconst andmutable, then:

int32
(const int32)
(mutable int32)

mean three different things, and you have to decide what
things like:

(mutable (const char))
(const (mutable char))
(const (const char))
(mutable (mutable char))

mean. For concrete cases this isn’t so bad, but for things
like (mutable (const ’a)) where the type vari-
able will only be resolved later, matters become sticky
rather quickly. Until our sound and complete inference
strategy emerged, it wasn’t obvious how to resolve these
properly, and we decided to leave well enough alone by
omittingconst from the language. Introducingby-ref
ultimately changed our minds.

8.1 BY-REF

We had flirted with a fairly general pointer concept at var-
ious points, but internal pointers are problematic. There
really isn’t a good way to give them the same represen-
tation that they have in C, and if you allow pointers into
the stack you get into a requirement for full region typ-
ing to preserve safety, which has been a source of over-
whelming complexity in the eyes of many Cyclone [9]
programmers. We decided to keep our pointers pointing
into the heap where they belonged, but the absence of by-
reference parameter passing created this horrible itching
sensation. You really cannot do a good job with object ini-
tializers or account for the typing ofset! without them.

Thankfully, the particular type of region scoping intro-
duced byby-ref is safe so long asby-ref can appear

only on function parameters. Without much thought, we
addedby-ref into the BitC implementation, with the
rule that the type of the reference had to strictly match the
type of the thing that it aliased. So obviously:

(define id-by-ref (x: (by-ref ’a)) x)
id-by-ref: (fn ((by-ref ’a)) ’a)

(define p (mutable (pair 1:int32 #\c))
p : (mutable (pair int32 char))

(id-by-ref p.first)
1: int32

Right?

Wrong. While theint32 field of the pair is indeed con-
stant, thelocationoccupied by thatint32 is not, and the
type (by-ref int32) is a contract that the location
will remain unchanged. Because of this contract:

(define (bad x)
(set! p (5, #\d))
x)

id-by-ref: (fn ((by-ref ’a)) ’a)

p.first
1: int32 ;; meaning (const int32)

(bad p.first)
1: int32 ;; permitted, but nonsensical

p.first
5: int32 ;; oops!

8.2 Const Dominates Mutable, Right?

In order to get this sort of thing right, we need to deal with
how mutability and constantness compose. The simple
and sensible answer is that a mutable thing is only mutable
where its constituent parts are mutable, and consequently
is only mutable as a whole ifall of its constituents are mu-
table. Under this interpretation, the assignment performed
in bad is illegal. So far so good, but if we flip the example
around:

(define p (pair 1:(mutable int32) #\c))
p : (pair (mutable int32) char)

(define set-arg (arg:(by-ref ’a) val:’a)
(set! arg val))

set-arg: (forall ((copy-compat ’a ’b))
(fn ((by-ref (mutable ’a)) ’b) ())

(set-arg p.first 3) ;; oops!
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We need to ensure that as addressing paths are traversed,
constantness will dominate over mutability. But this is
very annoying, because in:

(defstruct (pair ’a ’b):val
first: ’a
second: ’b)

writing (mutable (pair int32 char)) will get
us something that isn’t mutableanywhere, because the
field types are constant. Programmers will soon start writ-
ing mutable on all field types, which will tend to make
state promiscuous and simultaneously defeat our desire to
exploit abstraction over types. Ifpair is defined as:

(defstruct (mutpair ’a ’b):val
first: (mutable ’a)
second: (mutable ’b))

things are not so bad, because

(define p (mutpair 1 2))

remains constant everywhere, and therefore polymorphic.
Unfortunately, the same is not true forrefpair:

(defstruct (refpair ’a ’b):ref
first: (mutable ’a)
second: (mutable ’b))

(define rp (mutable (refpair 1 2)))

Because what the programmer is getting forrp is mu-
table reference to constant aggregate containing mutable
fields dominated by the constantness of the aggregate. If
constant-ness dominates mutability naively, no reference
type can ever contain a mutable field!

That problem has an apparently obvious fix: perhaps
an aggregate should be considered mutable exactly if all
of its fields are mutable. But then a variable of type
mutpair can never be immutable, and therefore can
never be polymorphic. Somehow not quite what we had
in mind. We could strip that mutability away again if we
had aconst type constructor, but positive and negative
constraints generally don’t combine well in type infer-
ence systems. Drat! That const vs. mutable dilemma
really needs a solution. Forcing programmers to write
mutable at all fields violates usability in the eyes of
dysfunctional — er, um — systems programmers. In the
eyes of the functional programming camp, that sometimes
seems to make us a bunch of stateists and deviants.

Thankfully, those pesky reviewers had forced us to a
sound and complete inference system. with the result that
reconciling all of this was ultimately straightforward.

Sketch HOW.

9 Modules and Initialization

One area where we were forced to make language design
decisions was in the choice of a module system. Large
software systems require multiple source units for main-
tainability. Modules are tied to this requirement, but they
remain an area of active investigation in the research liter-
ature, so there was no well-established solution to use.

The C approach was certainly out. Textual inclusion is
about as elegant as Perl syntax (and can be implemented
therewith). The ML module system [18] is fully under-
stood only by David MacQueen, and only on alternating
weeks. The Scheme module system [8] required the com-
bined brilliance of Matt Flatt and Matthias Felleisen (and
six revisions of the language standard) to achieve. From
the perspective of a mere operating systems weenie, it’s
all rather discouraging, but what is the reluctant program-
ming language designer to do? We absolutely needed
some form of separate compilation.

Actually, designing a module systemper seisn’t that hard.
You have import, export, and compilation units. It’s con-
venient if interface units bear some clear relationship to
things you can find in the file system, but really that’s not
so hard. The problems with module systems in stateful
languages are all about global variable initialization or-
der. Java ducks this by eliminating both non-trivial and
mutable global variables. Which works, but it is one of
the reasons that Java isn’t terribly well suited to systems
programming. One thing does seem clear: using things
before you define them is problematic in a safe program-
ming language.

There are two language features that create problems for
initialization order: external declarations and assignment.
External declarations intentionally allow global identifiers
to be used before they are defined in ways that cannot be
checked when modules are compiled separately. Assign-
ment can cause initialized values to change between uses.
This either leads to a much finer dependency ordering on
initializers or to throwing up your hands and leaving or-
dering of effects during initialization undefined. That may
be type safe, but you get no guarantee about what values
global variables may hold whenmain() begins to run.
From a verification perspective this is problematic. It is
also makes the operation of a macro system (which we
intend to add in the future) undefined.

Well-formed programs invariably satisfy an implicit
lattice-structured dependency relationship for their initial-
izers (or at least don’t get caught violating one). The prob-
lem is that the ordering built by the compiler is dictated by
computational dependency, while the organization of the
program required for manageability (the module relation-
ships) is dictated by conceptual relationships that exist in
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the minds of the developer. The problem of initialization
order is to satisfy both constraints simultaneously.

9.1 Imposing an Initialization Ordering

In BitC, we solved the initialization ordering problem by
declaring that interfaces are initialized first according to
the lattice defined by their import dependencies. Within
an interface, initialization proceeds from top to bottom,
and use of undefined forward references is prohibited. It
is source units of compilation that present the problem.

A BitC interface can declare a procedure that is imple-
mented by some exporting source unit of compilation. In
the absence of this feature, we could declare that source
units got initialized last in unspecified order. Because
source units can only export their identifiers through inter-
faces, there cannot be further ordering dependencies once
the interface units have initialized in a defined order.

In the presence of export, this doesn’t quite work. What
we do instead is to require that any definition that is ex-
ported by a source unit may rely (transitively) only on
those symbols that were in scope at the point of decla-
ration in the interface. The provided definition can rely
on other procedures and variables in the source unit, and
initialization proceeds as if all of those procedures and
variables had been temporarily copied into the interface
unit of compilation.

But what about assignment and side effects? And what if
some of the procedures executed during initialization get
run multiple times?

9.2 Initialization vs. State

For reasons previously discussed, permitting assignment
during initialization is problematic. Empirically, it isn’t
enough to require that initializers be designed sensibly by
the programmer — in the presence of shared libraries this
requirement is nearly unachievable, and the problem be-
comes more challenging in a higher-order programming
language. We cannot preclude the use ofset! in initial-
izers altogether. This is too strong; it would preventany
occurrence ofset!, even if the containing procedure is
not called at initialization time. And strictly speaking, we
canallow assignments in initializers as long as the results
of those assignments do not escape.

The position taken in BitC is that initializers must be
“pure,” meaning that they may not modify any glob-
ally reachable values. Implementing this forced us, with
considerable hesitation, to adopt an effect type system
(Section 10).

9.3 Interaction with Macros

The initialization ordering problem also interacts with any
later decision to add a macro system. Macro execution
happens at initialization time, and it is necessary to define
the initialization environment within which a macro exe-
cutes. In particular, it must be defined which previously
initialized variables the macro can legally reference.

In fact, the problem is a bit more constrained even than
that, because it must be possible to reference those values
at compile time. A corrolary to this is thatall initializa-
tions must be computable at compile time. Pure initializ-
ers do meet this requirement.

10 Effect Typing

The last foundational addition to BitC was the addition
of an effect type system. Effect typing is closely related
to region typing, which we had consciously avoided after
experiencing it in Cyclone [9]. Region types are powerful
when used correctly, but they impose a significant burden
on the programmer, clutter type declarations that really
need to be clear to the reader, and increase the difficulty
of declaring cross-language interfaces correctly. We have
chosen to adopt a very restricted form of effect type, and
we remain concerned that this may have pushed BitC be-
yond the boundary of usability. Time will tell.

10.1 Effect Types in BitC

The idea behind the BitC effect type system is simple. We
associate with every function type and every expression
an effect type variable (which I will hereafter call an ef-
fect variable) which can take on three states:pure, impure,
andunfixed. If a function performs an assignment, its ef-
fect variable is fixed to “impure.” If functionf is called in
some expresion, the expression is pure exactly if the func-
tion is pure. If the execution of functionf in turn calls
functiong, andg is impure, thenf is impure. And so
forth.

In most use-cases, effect systems are not invasive, but
complexities arise where procedures are passed or re-
turned as parameters. In a procedure likemap, the best
we can say is:

map: (’%e fn ((’%e fn (’a) ’b) (list ’a))
(list ’b))

which means: “the purity of an application ofmap de-
pends on the purity of some unknown proceduref that
will be passed tomap at the point of application.”
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Matters can become even more convoluted. Fortunately, it
is rare for this to become visible to the BitC programmer.
The reason for this is that BitC has intentionally adopted a
limited use of effect systems. The only questions we can
ask of our effect system are “pure” or “impure,” which
tends to limit the exposure of effect variables. The biggest
place where they become visible is at typeclass usage.
Thankfully, most of the core type classes of BitC require
that their method implementations be pure.

We are still working on a satisfactory syntax for this in the
general case.

10.2 Other Benefits

One benefit of effect types is that we can preserve a notion
of pure subprograms in BitC, and we can express this in
the BitC type system. It has allowed us to introduce a new
expression into the language:

(pure expr)

whose effect is to require that the computation ofexpr
be effect-free. A programmer wishing to ensure that their
entire program uses only pure constructs need only write
their main procedure as:

(define (bitc.main argc argv)
(pure body))

This ensures that the entire execution is stateless. A corol-
lary is that it is possible to express the constraint that in-
put data is deeply immutable. The two constructs taken
together admit a surprising degree of opportunity for par-
allel execution. In particular, computation over deeply im-
mutable data structures need not consider any impact from
aliasing, and pure computation over impure data struc-
tures need not consider aliasing if impure computation is
not permitted simultaneously.

10.3 Concernes about Effect Types

One concern about the introduction of effect types into
BitC is that it is syntactically confusing. The typing of
map, for example, is visually complicated. While LISP-
style syntax certainly is not helping, the experiences of
languages providing region types suggest that surface syn-
tax is not the real issue here. To the developer, the mean-
ing of

(pure fn (’a) ’b)
(impure fn (’a) ’b)

are clear, but the meaning of:

map: (’%e fn ((’%e fn (’a) ’b) (list ’a))
(list ’b))

is less so. Too much is going on here in too many domains
at once. If these types occur frequently, and particularly
if they appear in type classes (where the effect variable
gets lifted into the type class type), they may make the
language difficult to use.

For systems programmers, who are coming from lan-
guages with less interesting type systems, this raises adop-
tion concerns. For this reason, we are considering defin-
ing

(fn (’a) ’b)

to mean

(fn ’%eanon (’a) ’b)

that is: a function whose effect variable is not related to
any other effect variable and therefore need not be named
explicitly. It remains to be seen whether this will help or
hinder clarity.

11 Existential Types vs. Objects

Our original plan for BitC called for existential types. The
motivating use case for this is driver interfaces, which re-
quire a degree of existential encapsulation. In particular,
the driver publishes a pointer to its state and a collection
of procedures that operate over that state. Except where
this pointer is passed back to the procedures, its type is
opaque. This is the same type of encapsulation that is ac-
complished by closures, but closure construction requires
dynamic storage allocation where the existential construc-
tion does not.

Having hit the effect type roadblock, and having seen the
impact of region types in general, we were very reluctant
to add generalized existential types to the language. The
problem with existential types is that they tend to escape
into the type system in exactly the kind of way that makes
types unreadable. After a lot of thought, we concluded
that all of the use-cases we could identify for existential
types could be satisfied very well by a C++-style object
construct. This construct introduces a restricted form of
existential type that does not escape too visibly into the
rest of the type system, and which is familiar to users al-
ready.

Somewhat to our surprise, the object concept dropped into
the language very nicely, requiring only the introduction
of a method type that is essentially similar to, but not
copy compatible with, functions in general.
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12 The Price of Polymorphism

The implementation of parametric types in BitC raises
several issues. Parametric types, explicit unboxing, and
separate compilation do not get along.

12.1 Implementation in ML and Haskell

Parametricity in ML Parametric types in ML place only
simple requirements on the implementation. If ML as-
signs a parametric type, we already know that the rep-
resentation of that type’s representation occupies a sin-
gle machine word and that no type-dependent procedure
call will be made on that type. ML’s record polymor-
phism complicates this slightly. Record polymorphism
can be viewed as a form of type class mechanism (abstrac-
tion over ”.”), but it induces parameterization over fixed-
precision integers (structure offsets) rather than over vari-
ant type sizes. The compiler never needs to generate code
for a single procedure more than once, because structure
offsets can be re-encoded as hidden parameters.

Parametricity in Haskell Matters in Haskell are slightly
more complicated, because type classes introduce unre-
solved procedure references. The customary implemen-
tation method is to pass “dictionary” pointers as hidden
parameters [21], this is not really required if units of com-
pilation boundaries can be violated by the compiler [12].
Note, however, that a satisfactory implementation of type
classes in Haskell relies on whole-program optimization.

Parametricity in BitC BitC has essentially the same
problem that Haskell suffers. But in BitC we adopted
the view that itmustbe possible for an implementation
to preserve separate compilation and optimizationwith-
out introducing hidden parameters. Hidden parameters
violate C linkage and carry fairly a large performance bur-
den. Where whole-program information exists we are not
opposed to using it. Our current research compiler uses
demand-driven whole-program polyinstantiation to avoid
any need for hidden parameters. What we want to avoid
is requiringa whole-program approach, because that does
not scale to multi-million line systems.

If whole-program or whole-system code generation is per-
formed, as seems likely in deeply embedded systems, the
inlining issue evaporates at the cost of higher compile de-
lays. These can be often be off-loaded by a sophisticated
programming environment. When run-time code genera-
tion is used, as in CLR or JVM, a similar sort of whole-
program view exists. BitC seeks to preserve this imple-
mentation option, but in high-confidence contexts we have
serious reservations about assuring the dynamic code gen-
erator. The approach sketched below has not yet been
tested.

12.2 Instantiation by Cloning

The presence of unresolved structure offsets does not re-
quire link-time or run-time code generation, and for the
most part need not impede optimization. With fairly mod-
est additions to the relocation information available to the
linker, it is possible to fully optimize procedures that use
record polymorphism while still viewing them astem-
plates. At link time, we can simply clone the template
procedure and resolve the offsets as needed. Sophisticated
re-optimization and code generation need not be done. In-
lining remains possible in the absence of whole-program
compilation, but only if thedefinitionof the procedure be-
ing inlined is visible at static compile time.

Where inlining and separate compilation are simultane-
ously required, the simplest strategy in BitC is to migrate
procedures that need to be inlined into interface units of
compilation, making their definitions accessable to the
compiler. In practice, good candidates for inlining are rel-
atively small and simple. Some degree of type and code
encapsulation is lost in this practice, but it is certainly no
worse than the corresponding practices in C and C++ to-
day.

Type classes and parameter sizes can be handled by link-
time cloning similarly. Both unresolved procedure refer-
ences and type sizes can be viewed as problems of literal
instantiation that need not interact with optimization, reg-
ister allocation, instruction selection (ignoring spills) and
the like. Both can be resolved by demand-driven link-time
cloning and constant reference resolution. A mixed strat-
egy is also possible in which selected procedure template
instantiations are done at static link time and others are
deferred to the dynamic linker.

12.3 Other Type Class Issues

The original specification of type class instantiation in
BitC followed Haskell, in which instances violate lexi-
cal scoping. Haskell requires that type class instances be
globally non-overlapping w.r.t. the types that they match,
and this introduces a requirement for whole-program
checking at link time. Because Haskell objects are boxed,
this requires a consistency check rather than full link-
time code generation. But later versions of Haskell have
introduced various mechanisms for specializtion of type
classes. Thesedorequire whole-program compilation, be-
cause the correct choice cannot be made without a whole-
program view.

In BitC, we ultimately concluded that type class instances
should be resolved in the lexical scope at which spe-
cialization occurs. This preserves separate compilation
(modulo template cloning with literal instantiation), but
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at the cost that type class specialization becomes context-
sensitive.

13 Other Thoughts

There are a couple of questions that come up repeatedly
as we discuss BitC.

13.1 State vs. Functional Programming

From the programming language community, we are often
informed that we didn’t fully understand the I/O monad,
or we are asked whether state is truly necessary. To some
degree this question is a matter of theology, but state is
unquestionably awkward from a verification standpoint.

We have not “drunk the cool-aid” concerning pure pro-
gramming and multiprocessing, because the “join” op-
eration in real multiprocessing applications is inherently
stateful and serializing (therefore eager). A careful mix
of stateful and stateless idioms is required in that domain,
and thepure construct offered by BitC’s effect type sys-
tem seems to provide exactly the mix required.

Whether our surmise about multiprocessing is correct or
not, the origins and focus of BitC lie in core ”systems” ap-
plications such as operating systems and databases. While
pure programming has a significant role in producing
more robust versions of these kinds of systems, they are
entirelyabout state, and the proposition that state can be
removed from a language designed to support these sys-
tems is something like the proposition that eliminating
bones is the solution to bone disease.

One of the true advantages of Haskell is that as a research
language it is possible for Haskell to do “one thing well”
as Simon Peyton-Jones has often noted. Simon is unduly
modest; Haskell does one thingsuperbly. The challenge
of languages designed for production use is that they must
domanythings well, and in consequence they do not usu-
ally have the luxury of adopting strongly polarizing de-
sign positions. In BitC, we stuck to our position on type
safety, but felt that in our application domain a strict ap-
proach to purity was not an option. On the other hand, this
straddling position may make BitC a useful language for
transitioning incrementally to less stateful idioms.

13.2 Pointers and Addresses

From systems programmers, we are often asked whether
the absence of anyaddress-of operation in BitC isn’t
a significant impediment to systems programming. The
answer is “no.” In fact, if you examine well-structured

systems code written in C, you will discover that the use of
address-of occurs in three cases: array indices (where
the actual indices can be used directly), locking and chain-
ing constructs (where the address is being taken mainly
because neither subtyping nor abstraction is available), or
by-reference parameter passing (which BitC supports di-
rectly). In fact, the only pointer idioms that BitC truly
restricts are pointers to stack-allocated objects.

Some readers may object that our statement here is in-
accurate, pointing to constructs in Linux that violate our
claim. Our response is that Linux isn’t a well-structured
system. BitC is a tool for building well-structured sys-
tems, and it isn’t the purpose of BitC to transcode C in
general. In spite of this, it is surprising just how much
C codecan be transcoded directly. While programmers
are not supported by C in their quest for type safety, their
pragmatic desire for safety tends to push them into idioms
whose correct typing can be successfully inferred and re-
represented directly.

Thereis a case in Coyotos where we are forced to down-
cast a pointer in the current implementation. We can
show that this case is safe, but the type system doesn’t
presently see that. We currently handle this using a dy-
namic cast construct, though an alternative implementa-
tion would avoid the problem entirely.

13.3 Garbage Collection

We are frequently asked whether garbage collection (GC)
and systems programs are compatible notions. The an-
swer to this is unequivocallyyes. The most critical sys-
tems codes usecompile timeallocation; no GC is required
in such systems. The next layer of system up uses type-
stable heaps. Safety does not require GC in such sys-
tems, and memory requirements in such designs are often
straightforward to verify. The GCC compiler has recently
switched to a conservative collector.

The area we see where reliance on GC remains problem-
atic is in highly concurrent systems having large amounts
of shared-access state. The problem here is that the GC
subsystem runs concurrently in the most general sense,
which imposes a severe burden on mutator performance.
This is an area of ongoing research, and we expect that
some combination of type-stable heaps, region allocation,
andbackgroundcollection may ultimately provide a rea-
sonable approach. For the moment, we note that type-
stable heaps combined with explicit deallocation remain
type safe, and do not carry the costs typically associated
with concurrent collection.

Setting that issue aside, we note that objections to garbage
collection rarely take into account the quantifiableeco-
nomiccost of manual storage management. The argument
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about performance is by now fairly clear. The overhead
of GC appears in different places and with slightly higher
variance. But the difference indollar cost between the
two techniques is persuasive. The overwhelming majority
of penetration-based losses in 2007 were made possible
by memory safety violations. The aggregate cost of those
losses is approaching $20per PC, which at today’s prices
is a noticeable fraction of total PC cost. If the question
is framed as “Will you accept an increase invariancethat
is usually not noticeable in order to gain a 4% improve-
ment in real costs?” the answer may well be “yes.” While
a cost-survivable position might be made for type-stable
heaps with manual storage management, the cost of type-
unsafememory management is economically prohibitive.

13.4 Surface Syntax

The current BitC surface syntax is LISP-like. It grew in
part out of BitC/ACL2. Our public claim was that the
LISP ”list as AST” pun was very useful in a language
where properties would be stated, but the truth is that
designing a suitable property language syntax within a
human-readable programming language is not really that
hard. It is also complete nonsense because the ”list as
AST” pun breaks down almost immediately when static
typing is introduced into the language.

The real reason we stuck with the LISP-ish syntax is that
we didn’t want to be fiddling with the parser while de-
signing the language, and (to a lesser degree) because we
didn’t want to encourage programmers until we thought
the language was ready. We are now preparing a more
sensible surface syntax, whereupon we will receive rot-
ten egg and tomato complaints from the LISP community.
You can’t please everyone. Using the LISP syntax for so
long let us focus on what was really important.

14 Future Work

While BitC set out to be a language with an accompany-
ing prover infrastructure, the prover part of the task has
not yet been tackled. A syntax for preconditions, post-
conditions, and property statement needs to be designed,
and a verification condition generator for those statements
needs to be created. All of that remains to be done, so few
claims seem sustainable. Having a sound type system un-
doubtedly places us in a better position for static checking
than C, but that is hardly unique to BitC. The language
that probably offers the greatest pragmatic experience in
this area is Eiffel. [19]. In contrast to Eiffel, the safety of
the BitC type system offers some advantages, but demon-
stration of this remains a task for the future.

Though BitC is a safe language supporting efficient com-
pilation, several of its features cannot be implemented
within the managed CLR subset or the JVM. This sug-
gests that enhancements to both may be warranted, partic-
ularly because a more direct and efficient form of run-time
code generation might be enabled by doing so.

We initially avoided an interactiveread-eval-printloop in
Bitc. This was partly because such interfaces have of-
ten led in practice to languages that cannot be statically
compiled. It was also because we wanted to avoid any in-
advertent dependency on whole-program compilation in
the design and implementation of the language. Today, an
interactive interface would not be difficult to add, and we
are preparing to do so.

We also need to explore the template cloning approach
sketched in Section 12.2.

It remains too early to tell whether BitC will emerge as
a useful and general systems programming language. We
can say from experience and measurement that its per-
formance and expressiveness are both up to the job. The
question will be whether a language like BitC will be
adopted in the face of object orienteerism and unfamiliar
syntax.3 Only time can answer that.

15 Conclusion

The design of the BitC language was an effort spanning
four years of effort by three people, one Ph.D degree,
nearly 42,000 lines ofsurvivingcode by two very experi-
enced programmers, and many false starts. Only now are
we getting to the point where selected users can begin to
use the implementation, and thereby provide feedback on
the language. Whether the effort has been modest seems
dubious, but preposterous does not seem in serious doubt.

It is noteworthy thatnoneof this effort was deemed fund-
able by the National Science Foundation (which is to say:
by the academic programming languages community).
The work is clearly innovative, and it is somewhat unusual
to find a project of this sort that is accompanied by a vali-
dating experiment. Part of the problem is “crossover.” Re-
viewers from the programming language community were
unable to evalute our credentials as systems researchers.
Another part of the problem is scale: the combined effort
of BitC and Coyotos was too large to fund in any single
grant or contract. Bootstrapping an effort of this magni-
tude under a single lead investigator is always a challenge.

Curiously, we have seen steadily increasing interest from
the commercial world as the project has gained expo-
sure beyond the research community. Senior executives

3 The term “orienteerism” either is, or will be, a trademark ofthe Walt
Disney Corporation.
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at companies who rely on critical software systems seem
to understand that developing in the systems languages of
the 1960s carries a large cost, and that it may be time to
review the state of the art.

For those with an interest in new programming language
design and implementation, we encourage you to look at
the source code of the BitC implementation. We are work-
ing over the next few months to make it documented and
approachable. We are also working to produce notes that
address some of the key design issues in the compiler. The
process of design has been entirely open, which is moder-
ately unusual.
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